
 

 

 SAMPLE PROCESS MAP & PROCESS 
Sample of a process map and process for a disaster recovery 
plan.  
 

 



 

OASyS Disaster Recovery Process Map 

Figure 1 – Main Process 
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 Figure 6 – Business PC Hardware Failure 
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Figure 5 – xOS PC Hardware Failure  
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Step# Process Step Description 

1 Get a Quote for 
Equipment for OASyS 
Console  

SRP Support team: Lead time < 3 weeks 

• Typically this will need to be duplicated but in some cases 
there will be 3 x 

• 1 HP Z4 G4 Computer Config # 29598567  $2,495.99 

• 8 Monitors HP Z27n $438.14 

• 2x P580-015 Tripp Lite 15ft DisplayPort Cable 
 

Email: edmonton.procurement@lvs1.com and get a quote 

Then go to Service now and PO Request once complete 

notify Clayton Starko of the RITM number so he can give 

the ok to order the quote from Longview 

2 Notify Desktop 
Services  

SRP Support team: 

- Request Windows 10 Computer from Desktop  

3 Get a Quote on Cine 
Audio 

SRP Support team: 

- If both datacenters are down, is either location still viable? 

- If one datacenter is down, is that location viable? 
• If original location is not viable move to step 4 

• If original location is viable move to step 5 

• If hardware is not affected, but full production environment 
needs to be restored skip to step 6 

- If only specific pieces of hardware or software are affected, 
skip to step 24 

4 Evans Consoles SRP Support team: 

- Contact Evans for a Quote on Arms 

 

 Evans Consoles: (more than 4-6 weeks) 

- Install Arms  

- Align Monitors flush with the desk 

- Organize monitors 

 

5 Network (Western 
Electric, TIS and 
SRP) 

SRP Support team: 

- If this is a new network (Western Electric) will be needed to 
pull new cables 

- Contact TIS Networking Mark Haverstock or Steven Fulton 

TIS team: 

- Set up hardware 

- Connect and configure networking for SRP VLAN 

7 Rebuild Production 
Environment – 
Manual Restore 

TIS team: 

• Phone trays or speaker shelves will not be required 
for FPR 

• 1 speaker per console will be required 

• Barix box can be stored behind monitors 

• Switch speaker and mixer positions 

• Add shelf (1 fan per shelf) 

 

8 Install and Configure 

Netscaler 

Netscaler Support: 

- Follow RabbitMQ VIP information for configuration 

mailto:edmonton.procurement@lvs1.com


 
 

 

Step# Process Step Description 

9 Install & Configure PI SRP Support team: 

- Follow PI Installation & Configuration procedure 

10 Install & Configure 
ORMQ 

SRP Support team: 

- Follow ORMQ Installation & Configuration procedure 

11 Restore Database & 
Configure Replication 

SRP Support team: 

- Ensure IPs for Production environment are configured 

- Restore database from backup 

- Ensure data replication is configured correctly 

12 Install and Configure 
Leak Detection 

SRP Support team: 

- Ensure all Leak Detection services are installed and 
configured for the OASyS production environment 

- Follow Leak Detection Configuration procedures 

o Integration Guide for Windows MBS and SPS 

o Integration Guide for Windows servers and ATMOS 
Pipe, Wave and Kep 

13 Install and Configure 
Over Pressure 
Protection 

SRP Support team: 

- Follow Over Pressure Protection Installation and 
Configuration procedure 

14 Install and Configure 
Column Seperation 
Management 

SRP Support team: 

- Follow CSMT Installation and Configuration procedure 

15 Configure Tank Limits SRP Support team: 

- Follow Tank Limits Configuration procedure 

16 Configure Pressure 
Allowables 

SRP Support team: 

- Follow Pressure Allowables Deployment procedure 

17 Install Current 
Displays 

SRP Support team: 

- Verify display versions to be installed 

- Follow Display Installation procedure 

18 Configure / Restore 
Active Directory 

SRP Support team: 

- Follow Active Directory Configuration procedure 

19 Verify / Restore 
McAfee Server 

McAfee Support Team: 

- Verify that the McAfee Server was not affected by the 
incident 

- If McAfee Server is operational, bring server up 

- If McAfee Server is not operational, follow McAfee Installation 
procedure to restore server 

20 Verify / Restore RDS 
Licensing Server 

RDS Licensing (Valya): 

- Verify that the RDS Licensing server was not affected by the 
incident 

- If RDS is operational, bring the server up 

- If RDS is not operational, follow the RDS Licensing Server 
installation & configuration procedure to restore server 

21 Restore Firewalls and 
Switch configuration 

SRP Support team: 

- Engage TIS team 

TIS team: 

- Set up required firewall and switch configuration 

https://esites.enbridge.com/sites/scadar/Production%20Pilot/Change%20Management/4.%20%20Business%20Readiness/3.%20%20Documentation%20Requirements/PI%20Interface/WRITE%20and%20REVISIONS/OASyS_PI_PI%20Configuration_v0.01.docx
https://wiki.cnpl.enbridge.com/display/OASYS/RabbitMQ+documentation
https://wiki.cnpl.enbridge.com/display/SPSU/Integration+Guide+for+Windows+MBS+Server+and+SPS
https://wiki.cnpl.enbridge.com/display/PMOD/Integration+Guide+for+Windows+Servers+and+ATMOS+Pipe+and+Wave+and+KEPServerEX?src=search
https://wiki.cnpl.enbridge.com/display/PMOD/Integration+Guide+for+Windows+Servers+and+ATMOS+Pipe+and+Wave+and+KEPServerEX?src=search
https://wiki.cnpl.enbridge.com/display/OOPP/OASyS+Over+Pressure+Protection+Home
https://wiki.cnpl.enbridge.com/display/OOPP/OASyS+Over+Pressure+Protection+Home
https://wiki.cnpl.enbridge.com/display/OASYS/OASyS+to+Column+Separation+Management+Integration
https://esites.enbridge.com/sites/scadar/Full%20Production%20Rollout/Forms/AllItems.aspx?RootFolder=%2Fsites%2Fscadar%2FProduction%20Pilot%2F01%20%2D%20Cyber%20Security%2F02%20%2D%20Execution&FolderCTID=0x012000F8B70B843A53C34A941F7FB6F57B785C&View=%7B8CEF74CA%2D7C0F%2D468C%2DA176%2D0FE7E25FE60A%7D•%09https://wiki.cnpl.enbridge.com/display/OASYS/Tank+Limits+Administrator+Documentation
https://wiki.cnpl.enbridge.com/display/OASYSDOC/Configuring+Pressure+Allowables+within+the+SCADA+Interface
https://esites.enbridge.com/sites/scadar/Full%20Production%20Rollout/Forms/AllItems.aspx?RootFolder=%2Fsites%2Fscadar%2FProduction%20Pilot%2F01%20%2D%20Cyber%20Security%2F02%20%2D%20Execution&FolderCTID=0x012000F8B70B843A53C34A941F7FB6F57B785C&View=%7B8CEF74CA%2D7C0F%2D468C%2DA176%2D0FE7E25FE60A%7D
https://wiki.cnpl.enbridge.com/display/OASYSDOC/McAfee+Installation%2C+Configuration+and+Updates+for+OASyS+Servers
https://wiki.cnpl.enbridge.com/display/RD/Rupture+Detection+Documentation+Home
https://wiki.cnpl.enbridge.com/display/RD/Rupture+Detection+Documentation+Home


 
 

 

Step# Process Step Description 

22 Configure San 
Storage 

TIS team: 

- If hardware issues are present, procure hardware 

- Configure the san storage array to specifications required by 
OASyS vblock 

- Engage SRP Support team 

23 Configure database 
VMs to present disks 
properly 

SRP Support team: 

- Provide TIS Storage team with Disk Configuration 
spreadsheet 

TIS team: 

- Follow Database configuration procedure 

- Skip to step 29 

24 Hardware or Software 
Issues 

SRP Support team: 

- If there are issues with the VM Ware, OASyS RT or 
Netscaler, skip to step 28 

- If there are issues with the xOS software skip to step 33 

- If there are hardware issues, move to next step 

25 Identify Hardware SRP Support team: 

- If there are issues with a firewall, engage TIS 

- If there are issues with a switch, engage TIS 

- If there are issues with a san array, complete steps 22 & 23 

- If there are issues with an XOS PC, skip to step 32 

- If there are issues with a business PC, skip to step 34 

- If there are issues with a server, move to next step 

26 Specific Server 
Rebuild (Hardware) 

SRP Support team: 

- Engage TIS team 

TIS team: 

- Procure hardware (procedure) 

- Set up hardware 

- Connect and configure networking 

27 Specific Server 
Rebuild (Image 
Restore) 

TIS team: 

- If there is a viable image for the virtual machine being 
restored, restore image 

- Repeat until all required servers are restored 

- If there is no viable image for the virtual machine being 
restored, move to step 28 



 
 

 

Step# Process Step Description 

28 Specific Server 
Rebuild (Manual 
Restore) 

TIS team: 

- Install VM Ware 

- Install Windows Server image 

- Install VM Template File 

- Engage SRP Support team 

SRP Support team: 

- If the server being restored is a F5 Big IP Load Balancing 
server, complete step 8 then move to step 29 

- If the server being restored is an OASyS RT Server, follow 
the AIT Workbook procedure to update and verify the 
information in the workbook for the specific servers being 
restored using the Add Server function 

- Deploy AIT Tool 

- Verify system good 

- Complete steps 9 – 23 and then skip to step 29 

- If the server being restored is a Domain Controller, 
complete the Manual Domain Controller configuration 
(SSCR or AIT Tool) procedure then steps 18 – 20 and then 
skip to step 29 

29 Configure Remote 
Desktop Gateway 

TIS Windows Server team: 

- Follow Configure Remote Desktop Gateway procedure 

30 Confirm Corporate 
Credentials 

SRP Support team: 

- Confirm that the corporate credentials used to connect to the 
network are valid 

31 Complete Handover 
Checklist 

SRP Support team: 

- Bring prod environment up 

- Verify field data 

- Complete site 1 to site 2 mode switch 

- Skip to step 36 

32 Restore xOS PC 
(Hardware & Base 
Configuration) 

TIS team: 

- Procure new HP z440 PC 

- Install CCO Console Windows 7 image 

- Configure console 

o When configuring the physical console, the primary 
monitor must be set to be the top left monitor 

- Deliver to location 

- Set up console in location / connect cabling 

- Engage SRP Support team 

SRP Support team: 

- Join PC to domain 

33 Restore xOS PC (xOS 
software and 
configuration) 

SRP Support team: 

- Install Windows Management Framework 3.0 (KB2506143) 

- Install OASyS using AIT Workbook procedure 

- Configure sleep mode off, remote desktop on and Windows 
firewall off 

- Install wave files for alarms 

- Install CSMT 

- Install SPS Viewport 

- Verify display versions to be installed 

- Follow Display Installation procedure 

- Skip to step 36 

https://esites.enbridge.com/sites/scadar/Production%20Pilot/01%20-%20Infrastructure/02%20-%20Execution/SSCR/ePLMS%20-%20System%20Set-up%20and%20Configuration%20Reference%20v0.4.docx
https://esites.enbridge.com/sites/scadar/Production%20Pilot/01%20-%20Cyber%20Security/02%20-%20Execution/•%09https:/wiki.cnpl.enbridge.com/display/CSM/Application+Deployment+and+Launching#ApplicationDeploymentandLaunching-CCOOASySConsole
https://esites.enbridge.com/sites/scadar/Production%20Pilot/01%20-%20Cyber%20Security/02%20-%20Execution/OASyS_Cybersecurity_Install%20Displays_v0.1.docx


 
 

 

Step# Process Step Description 

34 Restore Business PC 
(Hardware & Base 
Configuration) 

TIS team: 

- Procure desktop hardware 

- Install CCO Business PC Windows 10 image 

- Configure desktop 

- Deliver to location 

- Set up pc / connect cabling 

35 Restore Business PC 
(CCO Specific 
requirements) 

SRP Support team: 

- Install / Configure Cut Point Calculator 

- Install / Configure other CCO specific applications 

- Test to ensure proper operations 

36 Hand over to CCO 
and SCADA Support 

SRP Support team: 

- Complete hand over 

o Handover only to CCO for xOS PC and Business 
PC 

END 

 


